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CONEPKAHUE

1. TepMuHBI U onIpe/ieIeHHS].

[lepconanbusie ganneie (I11H) - mobas nHpopManys, OTHOCAIIASACSA K MPSIMO UM KOCBEHHO
OTIpeIcIEHHOMY WX ompezenisseMomy husndeckomy nuily (cyonekry I[1/1H).

Omneparop - TOCYAapCTBEHHBIM OpraH, MYyHHIMNAIbHBIA OpraH, MOPUINYECKOE WU
buznYecKOe U0, CAMOCTOSATEIHHO WIIH COBMECTHO C IPYTUMHU JTUIIAMH OPTaHU3YIONTUE U (HJITH)
ocymiectBisitonue 0opadbotky I1/lH, a Taxke ompenenstonue nenu odopadorku I1JIH, cocras
[T1n, moxnexxanmx oopadboTke, aelicTBus (omeparuu), copeprraemeie ¢ [1/1x.

Oo6pabotka [/ - moboe neiicTBue (onepauus) WIK COBOKYIHOCTh NEHCTBUI (omepariuii),
COBEPIIAEMBIX C HKCIIOJIIb30BAHHEM CPEICTB aBTOMATH3AIlMH WM 0€3 HCIOJIb30BAaHHS TaKHX
cpeacts ¢ I1J]H, Bktodast cOop, 3amuch, CHCTEMATHU3ALMIO, HAKOIUICHHE, XPAaHEHUE, YTOYHEHUE
(oOHOBNIEHME, W3MEHEHHE), W3BICUCHHE, MWCIOIb30BaHKUE, Iepeaady (pacnpocTpaHeHue,
IpeoCTaBlIeHHE, IOCTYI), 00e3INYMBaHNe, OJIOKUPOBAHKE, yalleHHe, yHuuToxeHue [1/1H.

ABTtoMatu3upoBaHHas oOpaborka IIJ[H - oOpaborka IIJIH ¢ TOMOImIBIO CPEACTB
BBIYUCITUTEIILHONU TEXHHUKH.

Pacnipoctpanenue I1/IH - nelictBus, HanpaBieHHbIEe Ha packpbitue [IJIH HeonpeneneHHOMY
KpyTy JIHLL.

[Ipenocrasnenue [1/IH - nelicTBus, HanpaBiIeHHbIE HA packpeiThe [I/H onpeaeneHHOMY JIHIY
WIH OIPEJECIICHHOMY KpYTy JIULL.

bnoxuposanue I1/11 - BpemeHHOe npekpaiienue oopadotku [1/IH (3a uckitoueHueM ciiyyaes,
ecin 00paboTka HeoOxoauMma Juist yrouHeHus [1J[H).

VYHnuroxenne I[IJIH - nelcTtBus, B pe3yibTaTe KOTOPBIX CTAHOBUTCA HEBO3MOKHBIM
BoccTaHoBUThH coaepxanue I1/ln B VICII[AH u (unm) B pe3ynapTaTe KOTOPBIX YHUUTOXKAIOTCS
MarepuaiibHbie HocuTenu [1/1H.

O6e3muuuBanue I[1/l - neficTBus, B pe3ylbTaTe KOTOPBIX CTAHOBHUTCS HEBO3MOXHBIM 0e€3
WCIIOJIb30BAaHUsl  JIOTIOJHUTENbHOW  MH(OpManuu  ompeneinuth npuHaminexHocts  [1/Ix
KOHKpeTHOMY cyObekTy I1/IH.

Nndopmannonnass cucrema mnepcoHanbHblXx jgaHHbIXx (VMCII[AH) -  CcOBOKymHOCTH
conepkanxca B 0azax naHHbIX I1J[H m obOecneunBaromux ux o0pabOTKy MHPOPMAIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPE/ICTB.

Tpancrpannunas nepemada I[I[In - mnepemawa II[JIH Ha TEppUTOPHI0O HHOCTPAHHOTO
rocyJapcTBa OpraHy BJAcCTH WHOCTPAHHOTO TOCYJIapCTBa, WHOCTPAHHOMY (DH3UUYECKOMY JIHILY
VI UTHOCTPAHHOMY FOPHUINYECKOMY JIMILY.



2. HazHa4yeHne ¥ NpaBoBasi 0CHOBA IOKYMEHTA.

[TonuTHKa TOCYIAapCTBEHHOTO OIO/DKETHOTO YUPEKICHHUS COLMAIBHOTO OOCITYKUBaHHS
Bnagumupckoit obnactu «BSI3HUKOBCKME JOM-MHTEpHAT Ui MNPECTapesibiX W HMHBAIHJIOB
«ITancuonar umenn E.I1. I'muakm» (manee mo TekcTy — YUpexKIACHHE) ONPENSTIsSeT CHCTEMY
B3IIIAI0B  Ha TmpobieMy obOecrieuenus Oe3omacHoctu [IJlH um  mpencraBisier coboi
CUCTEeMaTHU3UPOBAHHOE HM3JIOKEHHE IIeJiel U 3a/1ad 3allUThl, KaK OJTHO WJIM HECKOJbKO MpaBHII,
poUeayp, MPAKTUYECKUX MPUEMOB U PYKOBOJAAIIUX MPUHIUIIOB B 00JaCTU MH(OPMALMOHHON
0€30MacCHOCTH, KOTOPBIMH PYKOBOJCTBYETCS YUpEXKIEHHE B CBOEH NEATEIbHOCTH, a TaK¥Ke
OCHOBHBIX MPHUHIUIIOB TOCTPOCHUS, OPTraHU3AIMOHHBIX, TEXHOJIOTMYECKHUX M MPOIEAYPHBIX
acmekToB obecrieueHus: 6e3omacuoctu [1/1H.

3akoHogaTtenpHOM OocHOBOM Hactosiied Ilomutuku sBisitorcss Konerutyuus Poccuiickoit
Oenepanny, ['paxnanckuii, YronoBHeld U TpynoBod konekcel, dDenepanbHbIi 3aKOH OT
27.07.2006 Ne 152-®3 «O nepcoHalIbHBIX JaHHBIX», DenepanbHblii 3akoH oT 17.07.1999 Ne 178-
®3 «O rocynapCTBEHHON COIMAIBLHOM IOMOINNY, 3aKOHBI, yKa3bl, MOCTAHOBJICHUS, IPYyrue
HOPMAaTUBHBIE JOKYMEHTBl [JEHCTBYIOLIEro 3akoHoaarenbcTBa Poccuiickoit ®enepanuu B
00J1aCTH IPEOCTaBICHUs] HACEJICHUIO COLMAIbHOM MOMOINH, a Tak e AokyMeHThl PCTOK u
®Cb Poccun.

Hcnons3oBanne gaHHOM IIoMUTHMKM B KadyeCTBE OCHOBBHI IJIf TIOCTPOCHUMA KOMILIEKCHOM
CHUCTCMBI HH(I)OpMaHHOHHOﬁ 0€30IMacHOCTH HHH y‘{pe)KI[eHI/ISI MO3BOJIUT OHNTUMU3UPOBATH
3aTpaThbl Ha €€ NMMOCTPOCHUC.

HpI/I pa3pa60TKe Ilonutuku YYUTBHIBAJIUCh OCHOBHBIC HNPHUHIUIIBI CO3AaHHA KOMIIJICKCHBIX
CHCTeM oOecrieueHHsl 0e30MacHOCTH I/IHCI)OpMaI_II/II/I, XapaKTCPUCTHUKN U BO3MOKHOCTU
OpTaHHU3allMOHHO-TCXHUYICCKUX MCTONOB MW COBPCMCHHBIX alIlapaTHO-IIPOIrPaAMMHBIX CpPCIACTB
3alllUThI U HpOTHBOHCﬁCTBHH yrposzam 0e30IMacHOCTH HH(bOpMaHHPI.

OcHoBHble noNoxkeHUs [lonnTHkM 6a3upyrOTCS Ha Kaue€CTBEHHOM OCMBICIIEHHH BOIIPOCOB
6e30MacHOCTH MH(POPMALIMU U HE 3aTParuBaloT BOIPOCOB 3KOHOMHYECKOTO (KOJIMYECTBEHHOTO)
aHaJIM3a PUCKOB U 0OOCHOBAHUS HEOOXOAMMBIX 3aTpaT Ha 3alUTy HH(OPMALIUH.

3. OcHoBHBIMH 00BbeKTaMHu cucTeMbl OesonacHocTH I1/IH B YupexaeHnu siBJIsiloTCs:
-MH(OpPMAIIMOHHBIE PECYPCHI C OTPAaHUYEHHBIM JI0CTYIOM, coaepskaue I1]1H;

-nponieccbl 00pabotku IIJJn B UCIAn VYwupexnenus, nHpOpMalMOHHBIE TEXHOJIOTUH,
perJiaMeHTHl U TPOIEayphl cOopa, 00pabOTKH, XpaHEHUs U Tiepeaadn HHGOpMAIH, TTepCoHAI
pa3pabOTUYMKOB U MOJIb30BATEECH CUCTEMBI U ee 00CTYKUBAIOLIHI ITepCOHA;

-uH(popMaoHHass HWHQPACTPYKTypa, BKIIOUAIOIIas CHCTEMBI 00pabOTKM © aHajm3a
uHpOpMaLlMK, TEXHUYECKHE W NpOrpaMMHBIE CpeICTBa €€ O00paboTKu, Mepenadyd u
oToOpakeHHsl, B TOM 4HCJIE KaHalibl HHPOPMAIMOHHOTO OOMEHa M TEIEKOMMYHHKAIIUH,
CHCTEMBI M CPEJCTBA 3aIUTHl UHPOPMALUHU, OOBEKTHI U TIOMEIIEHHS, B KOTOPBIX PACIIONIOKEHBI
TEXHUYECKHe cpeacTBa oopadorku I1/1H.



4. UnTepechl 3aTparuBaeMbIX Cy0beKTOB HH()OPMAIMOHHBIX OTHOIIEHU I

CyObekramu WHGOPMAIMOHHBIX OTHONIICHWH mpu obecrneueHuu OezomacHoctu  [1/[H
YupexxIeHUs SABISIIOTCA:

-Y4peKJIeHNE, KaK COOCTBEHHUK MH(POPMALIMOHHBIX PECYPCOB;

-pYKOBOJICTBO M COTPYIHHUKH YUpPEXKIEHHsS, B COOTBETCTBHHM C BO3JIOKCHHBIMH Ha HHUX
GYHKIUSAMUY;

-(pu3nYecKue 1A, MOTYyJarollle COUaIbHbIe YCIYTU B Y UPESKICHUH.

[lepeuncnennbie cyobeKThl HHOPMAIIMOHHBIX OTHOIICHUN 3aMHTEPECOBAHBI B 00ECIICUCHHH
-CBOEBPEMEHHOT0 ocTyna K HeooxoaumbIM uM [1/[H (Ux gocTymHOCTH);
-JI0OCTOBEPHOCTH (ITOJTHOTHI, TOYHOCTH, aJIeKBaTHOCTH, LieocTHOCTH) [1/1H;
-KOH(UICHIINATBHOCTH (coxpaHeHus B Taiine) [1J1H;
-3aIIUTHI OT HaBS3BIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, HCKaKeHHBIX ) [1J{H;

-pa3rpaHUueHHs] OTBETCTBEHHOCTH 3a HApyIIEHUS MX MpaB (MHTEPECOB) M YCTAHOBIJIECHHBIX
npaBui obpamenus ¢ I1/1H;

-BO3MOXKHOCTH OCYILIECTBJIEHUS] HENPEPHIBHOTO KOHTPOJIS 3a MpoleccaMu oOpabOTKH HU
nepenauu I1/1H;

-3auThl [I/IH OT HE3aKOHHOIO PaCIIPOCTPAHEHUS.

4.1. lleau 3amMTHI

OCHOBHOH 11€/Ibl0, Ha JOCTHKEHHE KOTOpPON HAampaBlIEHbl BCE IOJOXKEHUS HACTOSIIeH
[TonmuTuku, sBASETCS 3alUTa CYOBEKTOB HH(POPMAIIMOHHBIX OTHOIICHUN YUpEeKIEHUS OT
BO3MOKHOTO HAaHECEHHS UM MaTepHaIbHOTO, (PM3UYECKOTO, MOPATLHOTO MM HWHOTO yIepoa,
MOCPEACTBOM CIy4allHOrO WJIA TpeJHaMepeHHoro BosaedcTtBuss Ha [I/[H, wux HocuTenw,
mpoIriecchl 00pabOTKH U MepeIadH.

VYka3zaHHas 1elb JOCTHTAETCS TMOCPEICTBOM OOECNEYeHUs] M TMOCTOSHHOTO TMOICpKAHUS
caenyromux cBouctB [1/1H:

-IOCTYITHOCTH  JJIsl  JIETaJbHBIX IMOJIb30BaTenel  (yCTOMYMBOTO  (PyHKIHMOHUPOBAHUS
MH(OPMALIMOHHBIX CHUCTEM YUpPEKIEHHS, NMPU KOTOPOM IIOJB30BATEIU HUMEIOT BO3MOKHOCTb
noiy4yeHus: Heooxoaumsix [1/1H 1 pe3ynbTaToB pelleHus 3a1a4 3a IpUeMIIeMoe JUIsl HUX BpeMmsl);



-IIEIOCTHOCTH M ayTeHTUYHOCTU (THoaTBepkaeHue aBTtopctBa) IIJlH, XpaHUMBIX U
oOpabarbiBacMbIX B MH(GOPMAIMOHHBIX CHCTEMaX YUpPEKACHHS W IepelaBacMOil Mo KaHajam
CBSI3H;

-KOH(UICHIIMATBHOCTH - COXPaHEHUs B TaiiHe ompeneneHHoW dactu [IJlH, XpaHUMBIX,
0o0pabaThIBacMbIX U MEpPEIaBaCMbIX M0 KaHAJIaM CBSI3H.

HeoOxomumblii  ypoBEHb  JOCTYIMHOCTH, IEJIOCTHOCTH M KoH(puaeHnmambHocTH [1JIH
00ecreurnBaeTcsi COOTBETCTBYIOIMMH MHOKECTBY 3HAUUMBIX YIPO3 METOJAMHU U CPEICTBAMMU.

4.2. OcHoBHbIE 32/1a4M cUCTeMbI o0ecriedeHust 6esonacuocTu I1Iu

JIy1st TOCTHIKEHNST OCHOBHOM 1€/ 3allIUThI M 00ecriedeHus1 yKazaHHbIX cBorcTB [1/IH cuctema
obecrieueHuss MHGOPMAITMOHHONW  0€30MacHOCTH  YUPEeKICHHsS JIOJDKHA  OOecreYuBaTh
s dexTrBHOE peleHne CIeayoINX 3a/1ay:

-CBOEBPEMEHHOE  BBISIBJICHHE, OLEHKAa W  [POTrHO3UPOBAHUE  HCTOYHUKOB  YIpoO3
nH(GOPMaIIMOHHON 0€30MaCHOCTH, MPUYUH U YCJIOBHM, CIOCOOCTBYIOLIMX HAHECEHHIO yIiepOa
3aMHTEPECOBAHHBIM CyOBEKTaM HWH(POPMAIMOHHBIX OTHOIICHUN, HAPYIIEHUIO HOPMAlbHOTO
(byHKIMOHUPOBAaHUS HHOOPMAITMOHHBIX CUCTEM YUPEIKACHUS;

-CO3JaHNUEC MCEXAaHN3Ma OIICPATUBHOI'O pCarupoBaHUsA HA YI'PO3bI 0e30macHOCTH I/IH(I)OpMaI_II/II/I
N HCTAaTUBHBIC TCHACHIIMH,

-CO3JaHuUC yCHOBI/Iﬁ HJIA MHWHHMU3AIHNH 151 JJOKaJIU3allnun HaHOCHMOTI'O ymep6a
HCIIPAaBOMCPHBIMU JEHCTBUSAMU (1)I/I3I/ILIGCKI/IX U HOpUANYCCKUX JIUII, ocinabliecHHe HETaTHBHOIO
BIUSHUS U TUKBUAALNS TTOCICACTBUA HapyIICHUA 0e30IMacHOCTH I/IH(i)OpMaI_[I/II/I;

-3alllUTy OT BMCHIATCIIBLCTBA B IIPOLECC q)YHKI_II/IOHI/IpOBaHI/IH I/IHq)OpMaL[I/IOHHBIX CUCTEM
MMOCTOPOHHHUX  JIMII (,Z[OCTYH K I/IHCI)OpMaI_[I/IOHHLIM pecypcaM JOOJDKHBI HMCTH TOJIBKO
3apCruCTpUPOBAHHBIC B YCTAHOBJICHHOM MOPAIKE HOJ'IB3OB3TCJ'II/I);

-pasrpaHuvuCHUC JOCTYyIIa MOJIb30BaTelIeH K I/IHCI)OpMaI_II/IOHHBIM, arrapaTHbIM, IPOTrPpaAMMHBIM
" UHBIM peCypCaM yLIpe)KI[eHI/I}I (BOSMO)KHOCTL AOCTYIIAa TOJIBKO K TEM peCypCaM U BBITIOJITHCHUA
TOJBKO TE€X onepaum?l C HHUMH, KOTOPBIC H606XOI[I/IMI:>I KOHKPCTHBIM I10JIb30BATCIISIM IS
BBITIOJTHCHHUA CBOHMX C.]'Iy)Ke6HI)IX O6ﬂ3aHHOCTefI), TO €CTHb 3allUTy OT HECAHKIHMOHHPOBAHHOI'O

JIOCTYTIa;

-o0ecrieueHue ayTeHTU(UKALIUY [T0JIb30BaTENeH, y4acTBYIOUIMX B HHPOPMAIITMOHHOM OOMeHe
(moATBepXKACHNUE MOATUHHOCTH OTIIPABUTENS U MOIydaress nHpopMalun);

-3alIUTY OT HECAaHKIMOHMPOBAHHOW MOJM(HKAIMK HCIOJNb3YeMbIX B HH(OPMAIMOHHBIX
CHUCTEMax YUpeXJCHUS NPOTrPAMMHBIX CPEACTB, a TAKXKE 3allUTy CUCTEMBI OT BHEJIPEHUS
HECAaHKI[MOHMPOBAHHBIX IIPOTPaMM, BKJIFOYasi KOMITBIOTEPHBIE BUPYCHI;

-3alIUTy UHQOpPMAIIMK OTPAHUYECHHOTO MOJIH30BAHHS OT YTEYKH MO0 TEXHUYECKHM KaHallaM
pu ee 00paboTKe, XpaHSHUH | Tepeave 1Mo KaHajlaM CBSI3U.

4.3. OcHOBHbBIE IYTH pellleHNs] 32124 CUCTEMbI 321U THI



IlocTaBiieHHBIE OCHOBHBIC IICIIH 3alllUTel W PCEIICHUE TICPCUMUCICHHBIX BBIIIC 3aJa4
JOCTHUI'arOTCA:

-CTPOTMM y4€TOM BCEX MOMJIEKAUIMX 3allUTe pecypcoB HMH(POPMAIMOHHBIX CUCTEM
VYupexxnenus — (MHGOpManuu, — 3a4a4,  JOKYMEHTOB,  KaHaJOB  CBA3H,  CEPBEPOB,
ABTOMATH3UPOBAHHBIX pabOYHUX MECT);

-KypHaJIMpOBAaHHUEM  JIEUCTBUN  IEpCcOHANa, OCYIIECTBISIIOIIETO  OOCTy)KMBaHUE U
MO (DHUKAIIIO TPOTPAMMHBIX M TEXHHYECKHUX CPEACTB HH(POPMAIIMOHHBIX CHCTEM;

-IOJTHOTOM,  pEalbHOH  BBIIOJIHUMOCTBIO M HENPOTHBOPEUYMBOCTHIO  TpeOOBaHHI
OpraHU3alMOHHO-PACTIOPSAUTENBHBIX JTOKYMEHTOB YUpEKACHHUS MO BONpPOcaM OOeCTIeUeHHs
0e30macHOCTH HH(OPMAIIHH;

-[IOJIFOTOBKOW JTOJDKHOCTHBIX JIMI[ (COTPYAHHUKOB), OTBETCTBCHHBIX 332 OPraHU3alHUI0 U
OCYIIECTBJIICHHE MPAKTHYECKHMX MEPONpHATH 1o olecreueHuto OezomacHoctu I[1[[H u
MPOIIECCOB UX 00PaOOTKH;

-HaJIeICHUEeM KaX10r0 COTpyAHHUKaA (MOJIb30BaTeNsl) MHUHHUMAIBHO HEOOXOAMMBIMM JUIs
BBIIIOJTHEHUSI UM CBOUX (YHKIMOHAJIBHBIX OOS3aHHOCTEH IMOJIHOMOYMSAMHU IO JOCTYNy K
MH(POPMALIMOHHBIM pecypcaM Y UpekICHHS;

-4eTKUM 3HAaHWEM W CTPOTMM COOJIIOJIGHHMEM BCEMH IIO0JIb30BATEIIMH HH(OPMALMOHHBIX
cUCTeEM YupexJIeHUs TpeOOBaHUI OpraHU3allMOHHO-PACHOPSAUTEIbHBIX JOKYMEHTOB IO
BOIpocaM obecrieueHus: 6e30MacHOCTH HH(OPMALINK;

-IIEPCOHATIbHON OTBETCTBEHHOCTHIO 33 CBOU JIEUCTBUS KaXKJI0I0 COTPYJHUKA, B PAMKAX CBOUX
(YHKIMOHATBHBIX  O0S3aHHOCTEH HWMEIONIETO JOCTYn K HWH(OPMAIMOHHBIM  pecypcam
VYupexenus;

-HENIPEPBIBHBIM ~ MOJICP)KaHUEM HEOOXOAMMOT0 YpOBHS  3alllMIIEHHOCTH 3JIEMEHTOB
MH(OPMAaLIMOHHOMN CPEJIBI;

“-IIPUMCHCHHUEM (l)I/ISI/I‘{eCKI/IX N TCXHUYCCKUX (HpOI‘paMMHO'aHHapaTHBIX) CpCACTB 3alllUThI
pPeCypCOB CUCTEMBI U HerepBIBHOﬁ aZ[MHHHCTpaTHBHOﬁ HOI[,Z[ep)KKOI\/'I X UCIIOJIB30BaAHUAA,

-3(p()EeKTUBHBIM KOHTPOJIEM HaJ COOJIFOJICHHEM IOJIb30BaTeIIIMU  MH()OPMAITMOHHBIX
pecypcoB TpeOoBaHUi MO o0ecrieueHn o 0€30MacHOCTH HH(POPMAIIHH;

-IOpUJIMYECKON 3alIUTON HMHTEPECOB YUPEKIACHUS IPU B3aUMOACHUCTBUM C BHEIIHUMH
opranmu3anusaMu (cBs3aHHOM ¢ oOMeHoM [1/[H) OT mpoTUBOIIPaBHBIX NEHCTBHI, KaK CO CTOPOHBI
ATHX OpPraHu3allii, TaK ¥ OT HECAHKIITMOHUPOBAHHBIX JIEHCTBUI 00CTYKHUBAIOIIETrO MepcoHata u
TPETHUX JIUII.

5. TIloctpoenue cucrtembl, oOecneuenust Oe3omacHoctd [I/lH  VYupexnenus, u ee
(YHKIIMOHUPOBAHUE JIOJDKHBI OCYIIECTBIATHCS B COOTBETCTBHM CO CIEAYIOUIUMH OCHOBHBIMHU
MpUHIHUITIaMHU



5.1. 3akonHoctnb

[Ipenmnosnaraer OCyIIECTBICHUE 3alIUTHBIX MEPONPUATUH U  pa3pabOTKy CUCTEMBI
oesomacHoctu [I/[H YupexzaeHuss B COOTBETCTBUM C JCHCTBYIOIIUM 3aKOHOJATEIHCTBOM B
obmactu 3amuthl [I/IH, a Takke JApPYyrux 3aKOHOAATENBHBIX AaKTOB IO 0O€30MacHOCTH
uHpopmanuu PO, ¢ npuMeHeHueM BceX IO3BOJEHHBIX METOAOB OOHApYXKEHHS U MpeceueHUs
npaBoHapymeHuit npu pabore ¢ I[IJIn. Ilpunsateie mepbl Oe3onmacHocTH [IJIH HE MOKHBI
NPEmsITCTBOBAaTh  JOCTYIy  NPAaBOOXPAHUTEIbHBIX  OPraHoB B MPEAYCMOTPEHHBIX
3aKOHOJATEILCTBOM CITy4asX.

Bce mnonp3zoBatenu WCII[IH nomkHBI MMETh NpEACTaBICHHE OO0 OTBETCTBEHHOCTH 3a
npaBoHapylieHus B obnactu oopadorku [1/1H.

5.2. CHCTeMHOCTE

CucTeMHBIH TMOAXOJ K IOCTPOSHHIO CHCTEMBI 3aIUTHl WHPOPMANUU B YUPEKICHHU
npeamojgaract y4d4e€r BCEX B3aWMMOCBA3AHHBIX, B3aHMOHeﬁCTBymHIHX U UBMCHAKOIINUXCA BO
BPEMCHHU DJIEMEHTOB, YCJIOBHH U (PAKTOPOB, 3HAYMMBIX JIJIsl TIOHUMAHUS M PELICHUS MPOOICMBI
obecrieuenus 6e3omacuoct I1/1H.

HpI/I CO3aHNH CHUCTCMbI 3alIMUTHI JOJKHBI YUUTBIBATHCA BCEC cina0ple U Hamboee YA3BHUMBIC
MECTa I/ICHHH, a TaK¥XKC XapaKTCp, BO3MOKHBIC OOBEKTHI H HAaIlpaBJICHUS aTaK Ha HEC CO
CTOPOHELIL HapyHIHTeHeﬁ (OCO6CHHO BBICOKOKBS.J'II/I(i)I/IL[I/IPOBaHHHX 3J'IOYMLIIJ_IJI€HHI/IKOB).

Cucrema 3alllUTBl OOJKHA CTPOUTHBCA C YUYETOM HE TOJIBKO BCEX H3BCCTHBIX KaHAJIOB
INPOHUKHOBCHUA U HECAHKIIHUOHUPOBAHHOI'O JOCTYyIIa K I/IH(I)OpMaI_II/II/I, HO U C YUYCTOM
BO3MOJXHOCTHU TTOABJICHUS MPUHIHUITNAJIBHO HOBBIX HYTeﬁ peajm3anuun yrpo3s 0C30ITacCHOCTH.

5.3. KommjiekcHocTh

KommiiekcHOoe WCIoNb30BaHWE METOJOB M CPEICTB 3allUTHl KOMIBIOTEPHBIX CHCTEM
MpEANnoaraeT CorjJJaCOBaHHOE MPUMEHEHHE PA3HOPOIHBIX CPEICTB MPHU MOCTPOCHHUH 11€TTOCTHON
CHCTEMBI 3aIllUTHI, TEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE (3HAYMMBIE) KaHAJbI Peasi3alliu yrpo3
W HE coJiep)Kamiel ciaabbIXx MECT Ha CTBIKaX OTHAEIbHBIX €€ KOMIIOHEHTOB. 3aluTa JO0DKHA
CTPOUTBCS DIICTOHUPOBAHO. BHeIHsS 3ammTa JO0DKHA obecreynBaThCsl (U3HMUECKUMHU
CpeicTBaMu, OPraHU3allMOHHBIMU U IPABOBBIMH MEPAMH.

5.4. HenmpepbIBHOCTD 321U THI

ObGecneuenne OezomacHoctu [IJIlH - mporecc, OCYIIECTBISIEMBI  PYKOBOACTBOM
VYupexxenusi, OTBETCTBEHHBIMH 3a opraHuzamnuio oOpabotku I[I/lH m coTpymHukamu Bcex



YpOBHEW. DTO HE TOJBKO M HE CTOJILKO MPOLEAYPa WIN TOJIUTHKA, KOTOpask OCYIIECTBISETCS B
OTIpENIeICHHBI OTPE30K BPEMEHH WJIM COBOKYIHOCTH CpPEICTB 3alIUThI, CKOJIBKO IpOIECC,
KOTOPBINA JTOJKCH IMOCTOSIHHO MJITH Ha BCEX YPOBHIX BHYTPU YUPEXKICHUS U KaXKIBIH COTPYIHUK
JOJDKEH TpPUHUMATh ydyacTH€ B O3TOM mporecce. JledaTrenbHOCTh 1O 00eCreYeHuo
WH(OPMAIIMOHHONH OE30MAaCHOCTH SIBIIIETCS COCTABHON YacCThIO TMOBCEIHEBHOW AESATEIBHOCTH
Yupexxaenus. U ee >PPEKTHBHOCTh 3aBUCHT OT YYacTHUS PYKOBOJCTBA YUpPEKICHHUS B
obecrieuennn nHGpopMaoHHoi 6e3omacHoctu [1/]H.

Kpome Toro, 601bIIMHCTBY PU3MUECKUX U TEXHUICCKUX CPEIICTB 3aIIHUTHI sl 3 (HEKTUBHOTO
BBITIOJIHEHHS CBOMX (DYHKIIMI HE0OXoArMa MOCTOSTHHAS OpraHu3allioHHAas (aIMUHUCTPATHBHAS)
nojJiepkKa (CBOGBpEMEHHAas CMEHa M OOECIEYCHHE NPABUIBHOTO XPaHECHUS M TPUMEHEHUS
HWMEH, TapoJiel, epeornpeeiCHIe MOJTHOMOYNNA U T.11.). [lepephiBbl B paboTe CPeCTB 3alIUThI
MOTYT OBITh HCHOJb30BAaHBl 3JOYMBIIUICHHUKAMU JUIsI aHAlU3a TMPUMEHSIEMBIX METOJOB U
CPEJCTB 3allUTHI, JJII BHEIPEHHUS CIEHHMAIBHBIX MPOrPAMMHBIX M almapaTHbIX '3akianok’" u
JIPYTUX CPEJCTB MPEOJIOJICHHS 3alUTHI.

5.5. CBoeBpeMeHHOCThH

[Ipenmonaraer ynpexxaromuii xapaktep Mep oOecneueHusi 6ezomacHoctu [1J[H, To ecTh
MOCTAaHOBKY 3a/Jad 10 KoMIUiekcHo 3ammute I[I[lH u peanuszanuio Mep obecriedeHus
6e3omacHocTu [1JIH Ha paHHHX cTaausIX Pa3pabOTKU MH(GOPMAIMOHHBIX CUCTEM B IEJIOM U UX
CHCTEM 3aIlUTHI, B YaCTHOCTH.

Pa3paboTka cucTembl 3alIUTHI JOJDKHA BECTHCH MapajUIeNbHO C Pa3paOOTKONW M pa3BUTHEM
caMHUX 3alllMIIaeMbIX HHPOPMAIIMOHHBIX CHUCTEM. OTO TO3BOJIMT Y4YeCTh TpeOOBaHUS
0€30MacHOCTH TpU MPOEKTUPOBAHUM ApPXUTEKTYpbl M, B KOHEYHOM cueTe, co3laTh Oojee
sbdexTuBHBIE (KaK MO 3aTpaTaM PECypCcoB, TaK M IO CTOMKOCTHU) CHUCTEMBI, 00JaJaroline
A0CTAaTOYHBIM YPOBHEM 3allITMIIICHHOCTH.

5.6. IlpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHHE

[IpeanonaraeT MOCTOSAHHOE COBEPUIEHCTBOBAHHWE Mep M cpenctB 3auuThl [1/lH HA ocHOBe
MIPEEMCTBEHHOCTH OPTaHU3AIlMOHHBIX U TEXHUYECKUX PELIEHUMH, KaJpOBOTO COCTaBa, aHAU3a
(GyHKIIMOHUPOBaHUS WH(OOPMAIIMOHHBIX CUCTEM YUPEKICHHS U CUCTEMBI MX 3alIUTHI C YUETOM
W3MEHEHUH B METO/JaX W CPENCTBaxX MepexBaTa MHGPOpMAIUM, HOPMATHBHBIX TPeOOBAHMIA IO
3alUTe, JOCTUTHYTOrO OTEYECTBEHHOTO U 3apy0eKHOT0 ONbITa B 3TON 00JIacTH.

5.7. PazymHasi 10CTATOYHOCTH (IKOHOMHYECKAS 1e1ec000Pa3HOCTDb)

IIpennomnaraer cOOTBETCTBUE YPOBHS 3aTpar Ha obecnedeHue 6esonacHoctd [1/IH neHHOCTH
UH(POPMALIMOHHBIX PECYpPCOB M BEIMYMHE BO3MOXKHOTO yIepba OT MX pasriallleHHs, yTpaThl,
YT€UKH, YHUUYTOXKEHHS M HCKaxeHUs. Vcrmomp3yemble Mepbl M CpeAcTBa OOECHeueHHs
6e301acHOCTH WH(OPMALIMOHHBIX PECYpPCOB HE JOJDKHBI 3aMETHO YXY/IIAaTh 3PTOHOMHYECKHE
nokaszarenu pabotel komnoHeHToB MCII[IH VYupexnenus. M3numnue Mepbl 0€30MaCHOCTH,



MOMHMO SKOHOMHMYECKON HeI(P(PEKTUBHOCTH, TNPUBOAIT K YTOMJICHHIO U pa3ApaxKeHHIO
IIEpCOoHaIA.

Co3aark aOCOIOTHO HEMPEOIOTUMYIO CHCTEMY 3alUThI PUHIMITHAIBHO HEBO3MOXKHO. [Toka
[T/l HaxonsTcss B OOpalleHUH, MPUHUMAEMbIE MEPHI MOTYT TOJIbKO CHH3UTH BEPOSITHOCTH
HETaTUBHBIX BO3JCHCTBHI WIM YIIepO OT HUX, HO HE HCKIIOYHTh HMX MOITHOCTHIO. [Ipm
JIOCTAaTOYHOM KOJHMYECTBE BPEMEHH M CPEJICTB BO3MOXKHO MPEOI0IETh JI00yI0 3anmTy. [loaTromy
UMEET CMBICII pacCMaTpUBATh HEKOTOPBIA MPUEMIIEMBIH YpOBEHb OOecrieueHus 0e30MacHOCTH.
BeicokoaddekTrBHas cucTemMa 3alIuThl CTOUT JOPOTO, UCIOJIB3YeT MPH padoTe CYIIEeCTBCHHYIO
4acTh PECYpPCOB M MOXKET CO37aBaTh OUIYTHMBIC TOMOJHUTEIbHBIE HEYI00CTBA MOJIB30BATEIISM.
BaxHO nipaBUIIBHO BBIOPATh TOT JOCTATOYHBIH YPOBEHB 3aIIUTHI, TPU KOTOPOM 3aTPaThl, PUCK U
pa3Mep BO3MOXKHOTO yiiepOa ObutH ObI IPHEMIIEMBIMHU.

5.8. [lepcoHasibHAsi 0TBETCTBEHHOCTh

[Ipeanonaraer BO3JIOXKEHUWE OTBETCTBEHHOCTH 3a oOecreuenue Oe3omacHoctu [I/In u
CHUCTEMBI UX 00pabOTKHM Ha KaXKJO0TO COTPYAHHUKA B IpeiesaXx ero moJIHoMounii. B cooTBeTcTBUUM
C 3TUM NPHUHIMIIOM paclpeiesieHne MpaB U OOSI3aHHOCTEH COTPYIHHMKOB CTPOUTCS TaKUM
o0Opa3om, 4ToObI B ciydyae JIOOOr0 HApYyIIEHUS KPYr BHHOBHHUKOB ObUI YETKO M3BECTEH WIIU
CBEICH K MUHUMYMY.

5.9. MuauMu3anus MoJTHOMOYMA

Osnavaer NpeaOCTaBJICHUC MOJIB30BATCIIAIM MUHHUMAJIBHBIX IIpaB JOCTYIIa B COOTBECTCTBHUU CO
ciyxe0Ho# HeobxoaumocThio. JlocTyn k [T/IH 1oykeH npeaocTaBiasThCs TOJIBKO B TOM ClIydae U
00BbeMeE, €CIIM 9TO HEOOXOIMMO COTPYAHUKY JUIsl BBITIOJHEHUS €T0 JOKHOCTHBIX 00S3aHHOCTEH.

5.10. UcknrovyeHue KOHPJIMKTA HHTepecoB (pa3aejieHne PyHKIUI)

D¢ dexTuBHas cucTtema obecrieueHust HH(OPMAIMOHHON 0€30MacCHOCTH MPEAINOoIaraeT YeTKoe
paszieneHue OOSA3aHHOCTEM COTPYIHHMKOB M  HCKIIOYEHHWE CHUTyauuid, Koraa cgepa
OTBETCTBEHHOCTH COTPYIHUKOB J0OMycKaeT KOH(MIUKT uHTepecoB. Cdepbl MOTEHIHATbHBIX
KOH(JIMKTOB JOJDKHBI  BBISIBISITHCS, MHUHUMHU3HPOBATHCS, M HAXOIUTCS TMOJ CTPOTUM
HE3aBUCHMBIM KOHTpoJjieM. Peanuzanus JaHHOrO MNpHHIMIA MpPEAnojiaraeT, 4Tro HE OJUH
COTPYIHUK HE JOJHKEH HMETh IMOJHOMOYH, MO3BOJSIOUIUX €My €IWHOJINYHO OCYLIECTBIISThH
BBIMIOJTHEHME  KPUTHUYHBIX  omepauui.  HaneneHue  COTpYyJHMKOB — ITOJIHOMOYHSIMY,
MOPOXKIAIOUTMMH KOHPIIMKT HHTEPECOB, JAET €EMY BO3MOXHOCTH ITOATACOBBIBATh HH(OPMAIIHIO B
KOPBICTHBIX LENAX WJIA C TE€M, YTOObI CKPBITh MPOOJIEMBI WIM TOHECEHHBbIe YOBITKH. Jlis
CHW)KEHMs puUcKa MaHumynupoBaHus II/[H m pucka XHIEHHs, TaKHe MOJHOMOYUS JOJKHBI B
MaKCHMaJIbHO BO3MOYKHOM CTENEHU OBbITh pa3/ieleHbl MEXAY Pa3iNuHbIMH COTPYJHUKAMU WU
nojpasfesieHussMu  YupexaeHus. HeoOXoaumo mOpoBOAWTH MEPUOAMYECKHE  IPOBEPKU
o0s3aHHOCTEH, QYHKIUI U JeSTETbHOCTH COTPYIHUKOB, BBIMOIHSIONINX KIIIOUeBble (YHKIUH, C
T€M, 4TOObI OHM HE MMEJIM BO3MOYKHOCTH CKpBIBATH COBEPLICHHE HENPaBOMEPHBIX ACHCTBUIL.
Kpome Toro, He00X0AMMO MPUHUMATH CIEIHATIBHBIE MEPHI 10 HEIOIMYIIEHUIO CrOBOpa MEXIY
COTPYIHUKAMHU.



5.11. B3aumojaeiicTBHE M COTPYIHUYECTBO

[Ipeamonaraer coznanue OnaronpusTHOW aTrMoc(epsl B KOJJICKTHBE YupexaeHus. B Takoi
00CTaHOBKE COTPYAHUKH JIOJKHBI OCO3HAHHO COOJIO/IaTh YCTAHOBJICHHBIE IIPAaBUIIa U OKA3bIBAaTh
coJieiicTBUE 1eATEIbHOCTH OTBETCTBEHHOIO 3a 00paboTKy I1/IH.

BaxubiM  3nmemenToM 3ddexTuBHOM cucTeMbl oOecmedeHus OezomacHoctd [I[lH B
YupexIeHUuu SBIISETCS BHICOKAs KyJbTypa padoThl ¢ nHpopMalueil. PykoBoacTBo YupexxaeHus
HECET OTBETCTBEHHOCTb 3a CTPOroe COOJIOJEHHE JTUYECKUX HOPM M  CTaHJApPTOB
npodecCHOHANBHOM JesATENIbHOCTH, MOMYEPKHUBAIONICH W JAEMOHCTPUPYIOLIEH MepcoHany Ha
BCEX YPOBHSIX BAXHOCTh obOecrieueHus MHGOPMalMOHHONW Oe3omacHOCTH YupexjaeHus. Bce
COTPYIHUKH YUpeKIeHUS JODKHBI IMOHMMATh CBOK pOJb B Ipolecce obecrneueHus
MH(pOpPMaLlMOHHON 0€30MMaCHOCTH U PUHUMATh y4acTHe B 3TOM Ipouecce. HecmoTps Ha To, 4TO
BBICOKAs KyJbTypa oOecrnedeHuss HWH(POPMALMOHHOW O€30MacHOCTH HE TapaHTHPYeT
ABTOMATUYECKOT0 JOCTUKEHMS LeJel, €€ OTCYTCTBHE CO3JaeT OOJblle BO3MOXKHOCTEH s
HapyIICHUs 0€30MaCHOCTH WJIM He OOHApyKeHUs (DaKTOB ee HapyIICHUSI.

5.12. 'uOKkocTh CHCTEMbI 3AIIUThI

Cucrema ofecrnieueHus UWHGOPMAIMOHHONW OE30MACHOCTH JOMKHA OBITh  CIIOCOOHA
pearupoBaTh Ha U3MEHEHHUs BHEIIHEH cpeibl U YCIOBHM OCYIIECTBICHUS YUpPEKIACHUEM CBOESH
JIEATEIbHOCTU. B 4nCIIO0 TaAKUX U3MEHEHUI BXOIST:

-U3MEHEHUS OPTaHU3ALMOHHON U IUTATHOW CTPYKTYphl Y UpEKACHHUS;

-U3MEHEHHE CYIIECTBYIOIIUX WM BHEAPEHUE MPUHIIUIUATBHO HOBBIX HH()OPMAIIMOHHBIX
CHCTEM;

~HOBBIC TCXHUYCCKUC CPCACTBA.

CBolicTBO TMOKOCTH CUCTEMBbl olecriedueHus HH(OpMaIMOHHOM 0e30macHOCTH H30aBIsIeT B
TaKUX CUTyallusdax OT HGO6XO)II/IMOCTI/I MNPUHATUA KapJAWHAJIbHBIX MECP IO MOJTHO 3aMeHe CpCaCTB
¥ METOJIOB 3alllUTHl HA HOBBIE, YTO CHUXKAET €€ OOIIYI0 CTOMMOCTb.

5.13. OTKpHITOCTH AJTOPUTMOB U MEXaHM3MOB 3a1HUTHI

CyTh TNPHUHIMIA OTKPBITOCTH aJrOPUTMOB M MEXAHHU3MOB 3alIUTHl COCTOUT B TOM, YTO
3alMTa He JTOJKHA 00€CIeYnBaThCS TOJIBKO 338 CUCT CEKPETHOCTH CTPYKTYPHOM OpraHu3allud 1
AITOPUTMOB (DYHKIITMOHHPOBAHUS €€ TTOACUCTEM. 3HAHUE aITOPUTMOB PAOOTHI CHUCTEMBI 3aIUTHI
HE JI0JDKHO J[aBaTh BO3MOXKHOCTH €€ MPEOI0JICHUs (1axke aBTopam). ITO, OJHAKO, HE O3HAYAET,
qro uH(OpMaIMsg 00 WCIOAb3yeMbIX CHCTEMaxX M MEXaHHW3MaX 3alluThl JOJDKHA OBITh
00mIe10CTyITHA.



5.14. IIpocToTa NpUMEHEHUS CPEACTB 3AIUTHI

MexaHu3Mbl M METOMABl 3aIIUTHI JIOJDKHBI OBITh WHTYUTHBHO TIOHSATHBI W TPOCTHl B
UCTIONIb30BaHWU. [IpuMeHeHHe CpelcTB U METOJOB 3allUThl HE JOJDKHO OBITh CBSI3aHO CO
3HAHUEM CIICIIHAIBHBIX SI3bIKOB WJIM C BBITIOJIHEHHEM JICHCTBHM, TPEOYIOIIMX 3HAYUTEIbHBIX
JIOTIOJTHATEILHBIX TPyJ03aTpaT Mpu OOBIYHONM paboTe 3aperuCTpPUpPOBAHHBIX IOJIB30BaTEICH, a
TaKkKe HE JOJDKHO TPeOOBaTh OT IOJIH30BATENIsl BBINOJTHEHUS PYTHHHBIX MAJIOMOHSATHBIX €My
onepanui.

5.15. O00CHOBAHHOCTDH M TEXHHYECKasi peaTu3yeMocThb

WudopmanroHHbIe TEXHOJIIOTUH, TEXHUYECKUE U MPOTPaMMHBIE CPENICTBA, CPEICTBA U MEPHI
3amuThl [1/IH 10JKHBI OBITH PEaIN30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKU U TEXHUKH,
00OCHOBaHbI C TOYKH 3pEHMs JIOCTHUXKEHHUsS 3aJJaHHOTO YPOBHS 0€30HaCHOCTH HMH(pOpMAlUU U
SKOHOMHYECKOM 11e1eCO00pa3sHOCTH, a TaKKe JIOJDKHBI COOTBETCTBOBAaTh YCTaHOBJICHHBIM
HOpMaM U TpeboBaHMsIM o 6e3onacHocTH [1/1H.

5.16. Cnenmaaun3anus u npogeccuoHaATU3IM

[Ipennonaraer mpuBlieYeHHWE K pa3pabOTKe CpPeACTB W peanu3anuu mep 3ammtel [1/1H
CTHEeIMATM3UPOBAHHBIX OpraHMW3alWi, Hauboyiee TIOATOTOBIECHHBIX K KOHKPETHOMY BHUIY
NeSITeIbHOCTH 1O 00ecleyeHno 0e30MacHOCTH MH(OPMALMOHHBIX PECYPCOB, UMEIOIIUX OIBIT
NPaKTUYECKOH padOThl M TOCYJAapCTBEHHYIO JHMIEH3MIO Ha IPaBO OKa3aHUS YCIYyr B AITOH
oOmactu. Peanuzanusi agMHUHHUCTPAaTHUBHBIX MEp M AKCIUIyaTalUsl CPEACTB 3aLIUThl JOJDKHA
OCYILIECTBIIATHCS  MPOPECCUOHATBHO  MOJATOTOBICHHBIMU  CIELHATUCTAaMH  YUpEKACHUS
(OTBETCTBEHHBIX 3a Opranu3anuio oopadorku I1/1H).

5.17. O6s13aTeIbHOCTH KOHTPOJISA

[Ipennonaraer 00s3aTeIbHOCTh M CBOEBPEMEHHOCTh BBIABICHHMS M IPECEUEHUS IOMBITOK
HapylIeHUs YCTaHOBJEHHBIX MpaBWi, oOecneueHus Oe3omacHoctu IIJ[H, Ha ocHOBe
UCIIOJIB3YEMBIX CHUCTEM M CpeACTB 3amuThl [I/[H, mpu cOBEpIIEHCTBOBAaHMM KPUTEPUEB U
METOJIOB OLEHKH 3()(HEKTUBHOCTHU ITUX CHUCTEM U CPECTB.

KOHTpOHL 3a JCATCIbHOCTBIO 7000r0 MMOJIB30BATCIIdA, KaXIAOro CpCEACTBa 3alllMThl U B
OTHOIICHUU JTI000ro OO0BEeKTa 3aIlUTBl JOJIDKCH OCYHICCTBIIATBCA Ha OCHOBC NPUMCHCHUA
CpEACTB OIICpaTUBHOTI'O KOHTPOJIA n perucTpanmuun n JOJIKEH OXBaTbIBaTh KakKk
HCCAaHKIIMOHHUPOBAHHBIC, TAK U CAHKITMOHUPOBAHHLIC )ICfICTBI/ISI IIOJTb30BaTEIICH.

Kpowme toro, 3¢pdexrruBHas cuctema obecrieueHuss HHHOPMAIIMOHHON O€30MacHOCTH TpedyeT
HAIIMYMS aJIeKBaTHOW W BceoObeMIIoNed WH(GOPMAIMA O TEKYIIEM COCTOSHHH TIPOIIECCOB,
CBSI3aHHBIX C JIBIDKEHHEM WH(GOpPMAalMM W CBEACHHH O COOJIONEHUHM YCTaHOBJICHHBIX
HOPMAaTHBHBIX TpeOOBaHUii, a TaKKe JONMOIHUTEIHHON MH(OpMALNK, UMEIONEeH OTHOIICHHUE K



NpUHATHIO pemeHnid. MHpopManms nomKHA OBITh HAJAEKHOW, CBOCBPEMEHHOM, MOCTYITHON W
MPaBUIIBHO 0(hOPMIICHHOM.

Henocratku cucrembl obecriedenuss WHGOPMAlMOHHONW 0€30MacHOCTH, BbISIBICHHbBIC
COTPYIHUKAMU YUpEXKJEHUS AOKHBI HEME/UIEHHO JIOBOJIUTBLCS /10 CBEIEHUS PYKOBOAMUTEIS
VYupexneHus M ONepaTMBHO YCTPaHATbCA. BOIpochl, KOTOpbIE Ka)KyTCS HE3HAYUTEIbHBIMM,
KOI'Zla OTZIEIbHBIE MIPOLIECCH] PACCMATPUBAIOTCS U30JMPOBAHHO, IPU PACCMOTPEHUU UX Hapsy C
JpYTMMH acleKTaMH MOTYT yKa3aThb Ha OTpHULATENbHbIE TEHJACHLUH, I'PO3AIIUE NEepepacTH B
KpYIIHbIE HETOCTATKH, €CJIM OHU HE OyyT CBOEBPEMEHHO YCTPAHEHBI.

6. MepnI o0ecnieuenusi HH(pOpMaIMOHHOM 0€30MIACHOCTH

Bce mepro1 o6ecrieuenus 6e3onacuoctu UCITIH YupexkaeHus moapa3aeisiroTcs Ha:

6.1. 3akoHonare/bHbIE (IPABOBbIE) MEPbI 3AIUThHI

K mnpaBoBbIM Mepam 3allUTBl OTHOCSTCS JEHUCTBYIOIIME B CTPAaHE 3aKOHBI, YKa3bl M
HOpPMAaTHUBHBIE aKThl, perilaMeHTHpYolIKe npaBuia odpamenus c¢ [1/1H, 3akpemistomue npasa u
00S3aHHOCTH YYaCTHUKOB HMH(POPMAIIMOHHBIX OTHOIIEHWH B TIpollecce WX OOpabOTKH U
UCIIOJIb30BaHUs, a TAKK€ YCTaHABJIMBAIOIIME OTBETCTBEHHOCTb 3a HApPYLICHMS JTUX IPaBHIL
[TpaBoBBIE MepbI 3aIIUTHI HOCAT B OCHOBHOM YIPEXKJIAIOMIMNA, MPOPUIAKTUIECKUNA XapakTep U
TpeOYIOT MOCTOSHHOM pa3bsCHUTENBHOW pPabOThl € TOJB30BATENSIMU U OOCITY>KUBAIOIIUM
nepconasiom UCIIIn Yupexnenus.

6.2. MopajibHO-3THYECKHE MepPbI 3aIUThI

K MOPAJIbHO-3TUYCCKUM ME€paM OTHOCATCA HOPMBI TIOBCACHUA, KOTOPBLIC TpagJUIHWMOHHO
CIIOXKHWJINCh WIM CKJIAIbIBAIOTCA MO MEpE paclpoCTpaHEHHsS MH(OPMALMOHHBIX TEXHOJOTUHN B
oOmiecTBe. DTH HOPMBI OOJIBIIEH YAaCThIO HE SBISIOTCS 00sA3aTENbHBIMU, KaK 3aKOHOJATEIbHO
YTBEP)KJICHHbIE HOPMATUBHBIE AKTbI, OJJHAKO, UX HECOOIIOJACHNUE MOKET NPUBECTH K MaJCHUIO
aBTOpUTETA, IPECTH)KA 4YEJIOBEKA, TPYNIbl JIML WM YUYpekKIACHWs B LeaoM. MopaibHo-
TUYECKHE HOPMBI OBIBAIOT KakK HEMHCaHble, TaK M NHCaHble, TO €CTb O(OpMIECHHBIE B
HEKOTOPBIA CBOA (yCTaB) MpaBWJI WM TNpeAnucaHuil. MopaabHO-ITHUYECKHE MEphI 3alluTh
ABIIAIOTCS MPOMUIAKTUYECKUMH U TPeOYIOT MOCTOSHHOM pabOThl MO CO3JIaHUIO 370POBOIO
MOpaIbHOIO KJIMMaTa B KOJIJIEKTHBE.

6.3. TexHosioruyeckne Mepbl 321U ThI

K nanHOMy BuAy Mep 3allUTBl OTHOCSATCS Pa3HOIO pOJa TEXHOJOTMYECKHE DELIEHUS U
IpUEMBbl, OCHOBAaHHbIE Ha HCIOJb30BAHUU HEKOTOPBIX BHUJOB M30BITOUHOCTH (CTPYKTYpPHOHM,
(GyHKIMOHATBHOM, MHPOPMALMOHHOM, BPEMEHHON W T.I.) W HAaIlpaBJICHHbIC Ha yMEHBIICHUE



BO3MOYKHOCTH COBEPILEHUS COTPYAHUKAMH OIIMOOK M HAPYLIEHUH B PaMKax MPel0CTaBICHHBIX
UM IIpaB U IIOJIHOMOYHIA.

6.4. Opranu3zanuoHHbIe (AAMUHUCTPATUBHbIE) MePbI 3A1UTHI

OpranuzanoHHble (aAMUHUCTPATUBHBIC) MEPbI 3aIIUTBHl - 3TO MEPHl OPraHU3ALKUOHHOTO
XapakTepa, PErJaMeHTHPYIOIIHE MPOIEecChl (YHKIIMOHUPOBaHMS cucTeMbl oOpaboTtku [1]1H,
UCIIOJIb30BAaHUE €€ PEeCypCoB, AEATEIbHOCTh OOCIYKMBAIOIIErO MEpCcoHaja, a TakkKe MOPAIOK
B3aMMOJICHCTBHS I0JIb30BATEICH C CHUCTEMOM TakuM 0O0pa3oM, 4TOObI B HAMOOJbIIEH CTENEeHU
3aTPYOHUTh WM HCKIIOYUTh BO3MOXKHOCTh peald3allMd yrpo3 Oe30MacHOCTH WM CHHU3UTh
pa3Mep MOTepb B ClIydae UX pean3aluu.

6.5. ®opmMupoBaHne MOJUTHUKHU 0€30IIACHOCTH

I'naBHas oejib AaAMUHUCTPATUBHBIX MCEpP, NMPCANPHUHUMACMBIX Ha BBICHIEM YIIPAaBJICHYCCKOM
ypoBHE - c(hOPMHUPOBATH TOJUTHKY B 00JacT obecnieueHus 6e3onacHoctu [1/[x (oTpakaromryro
noaxoael K 3ammre [1/IH) 1 obecrieunTh €€ BBIOJHEHUE, BbIIEAS HEOOXOAUMBIE PECYPCHI U
KOHTPOJIPYS COCTOSIHHUE JICII.

C mpakTUYECKON TOUKHM 3pEHHUs MOJUTHKY B oOmactu oOecrieueHusi 0e3omacHoctu [1/IH B
VYupexnenuu nenecooOpa3Ho pa3OuTh Ha J1Ba ypoBHs. K BepxHEMY ypOBHIO OTHOCATCS PELLIEHUS
PYKOBOJCTBA, 3aTpPAarMBarOlUE IEATEIBHOCTh YupexaeHus B uenoM. [lonmutmka BepxHero
YPOBHSI JIOJDKHA YETKO OYEPTUTHh c(epy BIUSHHUS U OTPAaHUYEHUS IPH ONpPENIEICHUHU Leen
6esonmacHoctn IIJIH, ompenenuTs KakuMu pecypcamu (MaTepuanbHble, CTPYKTYpHBIE,
OpraHu3allMOHHBbIE) OHU OyAyT JOCTUTHYTHI, M HaWTH pa3yMHBII KOMIIPOMHCC MEXIy
pUEMJIEMBIM YPOBHEM 0€3011aCHOCTU U (PYHKIIMOHATIBHOCTHIO.

[lonnTKa HMKHErO YpOBHS, ONpPEAENSAET NPOLEAYPHl, U IpaBWIa JOCTHKEHHUS LENEeH U
peweHus 3aaa4d 6e3onacHocty [1/H u netanu3upyer (peraaMeHTUpYeT) 3TU MpaBuiIa:

-KaKOBBI POJIM U OOSI3aHHOCTU JIOJKHOCTHBIX JIUI], OTBEYAIOIIUE 33 MPOBEICHUE MOJUTHKH
oe3omacHocTu I1/1H;

-KTO uMmeeT mpasa jaocryna K [IJ[H, KTO M NpH KakuxX YCIOBUSAX MOXKET YUTAaThb U
moaudummposats /{1 u T.4.

IlonuTuka HUKHETO YPOBHA OOJIKHA:

-peAycMaTpUBaTh periiaMeHT HHGOPMAIIMOHHBIX OTHOLIEHUH, HCKITIOYAIOIINX BO3MOKHOCTh
IIPOU3BOJIBHBIX, MOHOIIOJBHBIX WM HECAHKIMOHMPOBAHHBIX JIEWCTBUM B OTHOILIEHUU
UH(POPMALIMOHHBIX PECYPCOB;

-OIPEAENATh KOATUIMOHHBIE U HEPAPXUUECKUE TPUHIUIIBI U METO/IbI PA3ACIICHUS CEKPETOB U
pasrpannueHus gocryna k [11H;



-BBIOMpATh TMPOTPAaMMHO-TEXHHYECKHE (ammapatHbie) cpeactBa npotuBonerictBus HC],
aYTeHTI/I(bI/IKaL[I/II/I, aBTOpU3alnu, I/II[GHTI/I(bI/IKaLII/H/I H JJpyrux 3alldTHBIX MCXaHH3MOB,
06eCHe“II/IBaIOH_II/IX rapanTuu pcajm3anuun IpaB u OTBCTCTBECHHOCTU Cy6T>eKTOB
UH(POPMALIMOHHBIX OTHOIICHUH.

6.6. PerimamenTanus 10cTyna B NoMelleHUs!

KomnoHeHTbl HMH(OPMAIMOHHBIX CHUCTEM  YUpPEXICHHMs [JOJDKHBI — pa3MeIlaThCsl B
IOMEIIEHUAX, HaXOMALIMXCS MO/ OXPAHOW MM HAOIIOACHUEM, HCKIHYAIOUIMM BO3MOKHOCTh
OECKOHTPOJIBHOIO TNPOHUKHOBEHUS B IIOMEILEHHMS IOCTOPOHHHUX JIMI M OOECleYMBaIOLIUM
($U3NYECKYI0 COXPAaHHOCTh HAXOJAUIMXCSA B MOMELIEHUH 3allUIAEMBIX PECYPCOB (JJOKYMEHTOB,
APM wu Ta.). VYOopka Takux NOMEUIEHUH JODKHA NPOM3BOAUTHCS B IMPUCYTCTBUU
OTBETCTBEHHOI'O COTPYJHHUKA, 32 KOTOPHIM 3aKPEIICHbI JaHHbIE KOMIIOHEHTHI, C COOJIIO/IEHUEM
Mep, UCKIIIOYAIOIIMX JOCTYI NOCTOPOHHUX JIUI] K 3aIIUIIAEMbIM HH(OPMALIMOHHBIM PECypCaM.

Bce nmoctopoHHMe nuna JOMYCKAlOTCS B MOMEUIEHHMsS] ¢ KOMIOHEHTaMU HH(OPMAalMOHHON
CUCTEMBI TOJIBKO B IPUCYTCTBUU COTPYIHUKOB Y UpEXKICHUS.

Ilo oxoHYaHMM pa60qer0 AHA, ITIOMCHICHHUA, B KOTOPLIX PasMCIIAOTCA KOMIIOHCHTLI
I/IH(l)OpMaLII/IOHHI)IX CHUCTEM y‘IpG)KI{GHI/IFI, AOJDKHBI 3aluparbCd Ha KIIIO4Y, II0 BO3MOXXHOCTH
OIICYaThIBATHCA.

B cnydae ocHamieHus TMOMENIEHMH CpeACTBAMM OXPAaHHOM CUTHAJIM3allid, a TakKkKe
ABTOMATU3MPOBAHHOW CHCTEMOM MpueMa M PEruCTpaluy CUTHAJIOB OT 3THX CPEICTB, IMPUEM-
claya TaKUMX TMOMELIEHUH MO0 OXpaHy OCYLIECTBISETCS Ha OCHOBAaHUU CIIELHAIBHO
pa3pabaTbIBa€MOil HHCTPYKIIHH.

6.7. PeriaMmeHTallUsl JONYCKA COTPYAHMKOB K MCI0JIb30BAHUIO HH(POPMAIMOHHBIX
pecypcos

B pamkax pa3pemuTenbsHOW CUCTEMBI (MAaTpHIlbl) JOCTYyINAa YCTaHABIMBACTCA: KTO, KOMY,
KaKylo HH(OPMAIINIO U JUI KaKOTO BHJIa JOCTYIAa MOKET MIPEIOCTaBUTh U IIPU KaKUX YCIOBHUSX.

Jlomyck monp3oBatenel kK pabote ¢ HUHPOPMAIIMOHHBIMUA CUCTEMAMH Y UPEIKIACHHS U TOCTYI K
UX pecypcaMm JOJDKeH ObITh CTpOro perjamMeHTHpoBaH. JlioOble u3MeHEHusi cocraBa U
MTOJTHOMOYHH TOJIb30BaTeNIel MOACUCTEM JIOJKHBI TPOU3BOIUTHCS YCTAHOBJICHHBIM MTOPSIIKOM.

YpoBeHb MOTHOMOYHI Ka)KIOTO MOJIb30BATENS OMpenesieTcss WHIANBUAYAIbHO, COOMoIas
clemyroye TpeOOBaHMS:

-KQXJIbIil COTPYIHUK TOJB3YeTCS TOJIBKO MPEANHUCAHHBIMEU €My MpPaBaMU 1O OTHOIIEHUIO K
[T/1H, ¢ KOTOpPBIMU €My HeoOXoAruMa padoTa B COOTBETCTBUH C JOHKHOCTHBIMU OOSI3aHHOCTSIMU.
Pacmmpenue npaB goctyna U mpeaocTaBiIeHUE TOCTYIA K JOTMOTHUTEIHHBIM HH()OPMAITMOHHBIX
pecypcam, B 00s3aTeNbHOM TIOPSIIKE, IOJDKHO COTJIACOBBIBATHCS C OTBETCTBEHHBIM 32
opranuzaruio oopadorku [1/1H;



-pYKOBOJUTENb YUPEKJICHUS UMEET MpaBa Ha MPOCMOTP WH(GOPMAIIUN CBOUX MO YHHEHHBIX
TOJIBKO B yCTaHOBJICHHBIX Hpe):[enax B COOTBCTCTBHUH CcO CBOUMH JOOJIDKHOCTHBIMHA
0053aHHOCTAMU.

Bce corpynnuku YupexaeHus: 1 00CIIy>KMBAIOIIUNA TEPCOHAI, JOJKHBI HECTH MEPCOHATBHYIO
OTBETCTBEHHOCTH 33 HApPYIICHUsI YCTAHOBIEHHOTO TOpsiaka o0padotku [1/1H, mpaBun xpaHeHus,
WCIIOJBb30BaHUS M IEpeJayd HaxOASAIUXCS B HMX PACHOPSKEHUM 3alMIIAEMBIX PECYPCOB
cuctembl. Kaxpiii coTpyqHUK (Ipu mpruemMe Ha padoTy) TOJDKEH TOIMUCHIBATE 00S3aTENBCTBO O
COOJIIOZICHUH M OTBETCTBEHHOCTH 3a HAPYIIEHUE YCTAHOBJIEHHBIX TPEOOBAHUU MO COXPAaHEHUIO
[TIJn Yupexnenus.

Oo6paborka II/ln B xommonentax WCIIJIH VYwupexnaeHuss AODKHA TPOU3BOAMTHCS B
COOTBETCTBUU C YTBEP)KICHHBIMU TEXHOJIOTHYECKUMU UHCTPYKIUSAMHU.

6.8. PersiamenTanus npoueccoB 00C/IyKHBAHUS M OCyLIeCTBJIeHUSI MOAU(pHUKAINH
annapaTHbIX H MPOrPaAMMHBIX PecypcoB

B nemsix mopaepikaHus pexuMa WHGOPMAIMOHHON 0€30IacHOCTH anmapaTHO-TPOrpaMMHast
KOH(HUTypanus aBTOMATU3MPOBAHHBIX PA0OYMX MECT COTPYAHUKOB YUPEKICHHS, C KOTOPBIX
BO3MOXEH JIOCTYIl K pecypcaM HWH(OPMAIIMOHHON CHCTEMBI, JOJDKHA COOTBETCTBOBATH KPYT'Y
BO3JIO)KEHHBIX Ha JIaHHBIX MOJIb30BaTeNeH (DyHKIIMOHAIBHBIX 00sI3aHHOCTEH.

B xomnonenTax nHM)OPMAIMOHHONM CHCTEMBI M Ha pabOYUX MECTaxX IMOJIb30BATEICH TOJKHBI
YCTaHaBIUBATHCS M UCTIOIB30BATHCS JIMIIEH3NOHHBIE TPOTPAMMHBIE CPEJICTBA.

6.9. ObGecnieyenne U KOHTPOJIb (PU3NUECKON ETOCTHOCTH (HEU3MEHHOCTH KOH(PUTYpaMu)
anmnapaTHbIX pecypcoB

O60py,Z[OBaHI/Ie I/IH(I)OpMaI_II/IOHHBIX CHUCTCM, UCIIOJIB3YEMOC IJId NOCTYIIa U XpPAHCHUA HZ[H, K
KOTOPpOMY HOCTYII 06CJ'Iy>KI/IBaIOH_Iel"O IepcoHajla B MPOHECCC OHKCILTyaTalluh HE Tpe6yeTC$1,
MOCJIC HAJIaAOYHBIX, PCMOHTHBIX W HHBIX pa60T, CBA3aHHBIX C JOCTYIIOM K €0 KOMIIOHCHTaAM
JOJIDKHO 3aKpbIBATHCA.

6.10. IToxGop U MOATOTOBKA MEPCOHAJIA, 00yUeHHe NM0JIb30BaTeJ el

[Tonb3oBarenn UCIIIH YupexaeHus, a Takxke pyKOBOJSIIMM U 00CITYyKUBAIOIIUN TIEpCOHA
JIOJDKHBI OBITH O3HAKOMJIEHBI CO CBOMM YPOBHEM IOJHOMOYHMM, a TakXe OpraHu3allMOHHO-
pacloOpsIUTEIIbHON, HOPMAaTUBHOM, TEXHUYECKOM UM DKCIUIyaTallMOHHOW JIOKYMEHTAalMEH,
omnpenensomneil TpedoBanus U nopsaaok oopadorku I1/1H B Yupexaenuu.

Ob6ecneuenne OezomacHoctd IIJ[H BO3MOXKHO TOJIBKO MOCJ€ BBIPAOOTKM Y TOJb30BaTeleH
OTIpEeNIeNIEHHONW KYJbTYphl palOOThI, T.e. HOPM, OOS3aTENBHBIX Ul HMCIOJHEHHUS BCEMH, KTO
paboTaeT ¢ MHPOPMALMOHHBIMU pecypcamu YupexkaeHus. K TakuM HOpMaM MOXHO OTHECTH
3aMpeneHne JIIOObIX YMBIIIJICHHBIX MM HEYMBIIUICHHBIX JEHCTBUN, KOTOpBIE HapyIIAIOT



HOpMallbHYI0 paboty kommoHeHToB WCIIJIH VYwupexaeHus, BBI3BIBAIOT JONOJTHUTEIIBHBIC
3aTpaThl PECypCOB, HAPYMIAIOT IEJIOCTHOCTh XpaHUMOW M oOpabaTeiBacMoi WHMOpMANINH,
HapYIIAIOT UHTEPECHl 3aKOHHBIX MOJIb30BATENEH, BIaICIbIIEB HJIM COOCTBEHHUKOB.

Bce monb3oBarenu MCIIIH YupexneHus: JOMKHBI OBITh 03HAKOMJICHBI C OPTaHU3aIUOHHO -
pacmlopsiIUTeIbHBIMUA JOKYMEHTaMH 10 oOecnedeHuto Oe3zomacHoctu [IJIH Yupexnenus, B
YacTU, UX Kacarollelcs, JOJDKHBI 3HaTh M HEYKOCHUTEIbHO BBIIOJHATh MHCTPYKIUHU U 3HATb
obmume 06s3aHHOCTH 10 obecrieuenuto 6ezomacHoct [1/{H. JloBenenne TpeboBaHUI yKa3aHHBIX
JIOKYMEHTOB JI0 JIMII, JAOMYIIEHHBIX K 00padoTke 3amumaembix I1/[H, 10KHO OCYIIECTBIATHCSA
II0Jl POCITUCB.

6.11. OTBEeTCTBEHHOCTH 32 HAPYILIEHHS YCTAHOBJIEHHOT 0 MOPSA/IKA M0JIb30BaAHUS pecypcaMu
HUH(GOPMAMOHHOMH CHCTEMbI

Mepa OTBETCTBEHHOCTHM IIepcoHajla 3a JEHCTBHUS, COBEpIICHHbIE B  HapyllEeHUE
YCTAaHOBJICHHBIX MpaBWI oOecrnedeHus Oe3omacHoi pabotel ¢ [1/lH, HOmMKHA oOmpenensThes
HAaHECEHHBIM yIIepOOM, HAJMYMEM 3JI0r0 yMBICIA M JIPYTUMHU (aKTOpaMH IO YCMOTPEHHUIO
PYKOBOACTBA YUpEKACHUS.

JUis  peanm3anyivi  TPUHIMIIA TIEPCOHAIBHON OTBETCTBEHHOCTH TIOJBh30BATENIC 3a CBOHU
NIEUCTBUSA HEOOXOIUMBI:

-UHAWBUAYyaJIbHAas I/II[CHTI/I(bI/IKaHI/H[ OJIL30BaTENICH U WHUIIMUPOBAHHBIX UMHU IPOLECCOB, T.C.
ycTaHoBiieHre 3a HuMH uneHtudukaropa (login, Username), Ha 0aze kotoporo Oyner
OCYIIECTBIISATHCSA PA3TPAHUYCHHUE JOCTYIIAa B COOTBETCTBHH C MPHHIIMIIOM OOOCHOBAaHHOCTHU
JOCTYTIa,

-IIpOBEpKa MOJUTMHHOCTH TOJIh30BaTeNeH (ayTeHTH(HUKaIMs) Ha OCHOBE MapoJIeH;
-peakys Ha TOIMBITKH HECAHKITMOHUPOBAHHOTO JIOCTYIIA (CHTHAIHM3AIIHS, OJIOKUPOBKA U T.1.).
6.12. CpencrBa odecnieuennst 6esonacuoctu I1/{n

Z[J'ISI obecreueHus HH(i)OpMaHHOHHOﬁ 0€30ITaCHOCTH quexc,ueHHﬂ HCIIOJIB3YIOTCA
CJICAYIOUC CPCACTBA 3allIUTHI:

duznueckue CpCACTBA 3aIlINUTHI

dusnyeckue MCpPbI 3alllUTbl OCHOBAHBbI Ha IMPUMCHCHHUH Ppa3HOro poJga MEXaHWUYCCKUX,
SJICKTPOHHBIX HJIM J3JICKTPOHHO-MCXaHUYCCKHUX yCTpOfICTB u coopymeHI/Iﬁ, CcriequaJibHO
NpeaAHa3HAYCHHBIX  [JIA  CO3daHUsA (I)I/IBI/I‘-ICCKI/IX HpCHHTCTBI/Iﬁ Ha BO3MOXHBIX MYTAX
IMPOHUKHOBCHUSA W JOCTylla MOTCHIUAJIBHBIX HaPYHIPITCJICfI K KOMIIOHCHTaM CHUCTEMBbI H
JamuynracMbIM HI[H, a TaKKC TCXHHUYCCKUX CpPCACTB BU3YAJIBbHOI'O Ha6J'IIO,Z[CHI/I$I, CBA3U U
OXpaHHOﬁ CUTHAJIHU3allnu.

Hns  obGecrieuenust ¢usznyeckoi Oe3omacHoctn  kKoMmmoneHToB UCII/In  HeoOxomumo
OCYIIECTBIISITh PSJI OPTaHU3AIMOHHBIX U TEXHUYECKUX MEPOMPHSITHIA, BKIIOUYAIOIINX: TPOBEPKY
o0opymoBaHus, IpegHa3HaYeHHOTO A1 006pabotku [1/1H, Ha:



-HAJIMYUC CIICHHUAJIBHO BHEAPCHHBIX 3aKJIaHbIX YCTPOP'ICTB;

-BBEJICHHUE JIOTIOJHHUTEIIBHBIX OTPAHWYCHUH MO JIOCTYIYy B TIOMEIIEHUS, TpEeIHa3HAaYCHHBIC
JU1s XpaneHus u oopadotku [1/1H;

-00opyaoBaHue cucteM MHGOPMaTU3alUU YCTPOMCTBAMH 3alIUTHl OT COOEB IEKTPOIUTAHUS
U TIOMEX B JIMHUSX CBSI3U.

Texundeckue CpeacTBa 3alllUThI

Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MEphl 3alllUTHl OCHOBAaHBI Ha MCMOJIb30BAaHUU
pPa3IMYHBIX JJEKTPOHHBIX YCTPONCTB U CHEHHAIbHBIX MPOrPaMM U  BBIIOJHSIOLINX
(caMOCTOATENBHO WJIM B KOMIUIEKCE C JPYrUMH  cpeacTBamMu) (GYHKIMM  3allUTHI
(unenTUUKALKIO U ayTeHTU(UKALMIO TOJIb30BaTeNlel, pa3rpaHUUYECHUE JOCTyMa K pecypcam,
PErUCTpalio COOBITUH, KpUNITOrpaguuecKkoe 3aKkphiTHe HHHOPMALIUY U T.11.).

C yueroMm Bcex TpeboBaHMN M MPUHIMIOB oOecmedeHus Oe3omacHocTH [I/IH mo Bcem
HAIPaBIEHUSAM 3aIUTHl B COCTaB CHCTEMbI 3alIUTHl JOJKHBI OBITH BKJIIOYEHBI CIIEAYIOIINE
CpencTBa:

-CpCACTBA pasrpaHUYCHU JOCTYIIAa K JaHHBIM;

-CpeACTBa PErucTPaIiy JOCTYIa K KOMIIOHEHTaM MH(POPMAITMOHHON CHCTEMBI U KOHTPOJIS 3a
UCIIOJIb30BaHNEM MH(OpMAIUY;

-CpeJICTBA pearupoBaHMs Ha HAPYIICHHS peKUMa HHPOPMAIMOHHON 0€30MacHOCTH.
Ha TexHnueckue cpeacTBa 3allluThl BO3JIAraeTcs pelieHre cIeAYOIUX OCHOBHBIX 3a/1a4:

-UIeHTU(UKALNA U ayTeHTU(UKALKS MOJIb30BaTeNel MPHU MOMOIIM UMEH WU CIeUaIbHBIX
anmapaTHeix cpeacts (Advantor, Touch Memory, Smart Card u 1.11.);

-perilaMCHTallusd U YIIPABJICHHUEC NOCTYIIOM IOJIb30BaTelIel B INOMCIICHHA, K (I)I/I3I/I‘IGCKI/IM n
JJOTHYCCKUM yCTpOﬁCTBaM;

-3aIIUTa OT TNPOHUKHOBEHHMS KOMIIBIOTEPHBIX BHPYCOB M pa3pyLIUTEIBHOTO BO3JAEHCTBUS
BPEIOHOCHBIX ITPOrPaMM;

-perucTpanus Bcex ISHCTBUI MOJIb30BATENS B 3alUILEHHOM XXypHAJle, HaJIM4YNE HECKOJIbKUX
YPOBHEN perucTpanuu;

-3alluTa JaHHBIX CUCTEMBI 3alllUTHI Ha (I)aﬁHOBOM CCPBECPC OT AOCTYIIa HOJ'IB3OBE[TCJ'ICI>1, B YbHU
JOJXKHOCTHBIC 00513aHHOCTH HE BXOJHUT pa60Ta C I/IH(I)OpMaI_II/II/I, HaXOISIIEICS Ha HEM.

CpenctBa naeHTU(OUKAIIMN U ayTeHTU(PUKAINH TTOJIb30BaTeen

B nensax mpenotrBpamienust pabotsl ¢ pecypcamu UCII[IH YupexneHus MOCTOPOHHUX JIHI]
HEO0OXO0UMO O0€CleyuTh BO3MOKHOCTh PACIIO3HABAHUS KaXKJIOTO JIETAJIbHOIO IOJIb30BATENs
(unmu Tpynn noib3oBatenelt). s uaeHTHUKAUMU MOTYT NPUMEHSATHCS pPAa3IMYHOTO poja
YCTPOMCTBA: MArHUTHBIE KAPTOUKH, KJIFOUH, KIIFOUEBbIE BCTABKH, TUCKETHI U T.II.



Aytentudukanus  (MOATBEPXKICHUE TOJJIMHHOCTH)  TIOJb30BAaTelIed  TaKXKE  MOXKET
OCYILECTBIISATHCS:

-IIyT€M TMPOBEPKH HAIMYUS Yy TMOJb30BaTeNed KaKUX-THMOO CIEUAIbHBIX YCTPOHCTB
(MarHUTHBIX KapTOUEK, KIIFOUEH, KIIFOYEBBIX BCTABOK U T.11.);

-IIyTeM MPOBEPKH 3HAHUS UMH [1apoJIeii;

-IIyTEM TMpPOBEPKU YHUKAJIbHBIX (PU3MUECKHX XapaKTEpUCTHUK M IMapaMeTpoB CaMUX
M0JIb30BAaTENeH MPH MOMOIIY CIEIHATBEHBIX OMOMETPUYECKUX YCTPOMCTB.

CpenctBa pa3rpaHU4eHUS JOCTYyIa

30HBI OTBETCTBCHHOCTH U 3aa4i  KOHKPCETHBIX TEXHUYCCKHUX  CPCACTB  3alllUThI
YCTAaHABJIMBAOTCA HCXOAA U3 HX BO3MOXKHOCTECHl U OKCIUTYaTallMOHHBIX XapPaKTCPUCTHUK,
OINMMCAHHBIX B NOKYMCHTAIIUU HA NAHHBIC CPCACTBA.

TexHuyeckue cpencTBa pa3rpaHUYEHUs 1OCTyIa JOJKHBI 10 BO3MOYKHOCTU OBbITh COCTaBHOMN
YaCThIO €IMHON CUCTEMBI KOHTPOJIS JOCTYIA:

-Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;
-B OTJEJIbHbIE IOMEIIECHNUS;

-K KOMITOHEHTaM WH()OPMAIIMOHHOW Cpelbl YUpekIeHHS M DJICMEHTaM CHCTEMBbl 3allHUThI
ITH (pusnueckuii noctymn);

-K MH(OpPMAIIMOHHBIM pecypcaM (JIOKyMeHTaM, HocuTensM uHpopMmaiuu, daitiam, Habopam
JTAaHHBIX, apXUBaM, CIIPaBKaM U T.11.);

-K aKTUBHBIM pecypcaMm (IIPUKIIAJAHBIM [IpOrpaMMam, 3aia4aM u T.11.);
-K OnepaHHOHHOﬁ CUCTEME, CUCTCMHBIM IIporpamMmMam M nNporpaMmam 3aliuThl.
CpenctBa obecriedeHtst U KOHTPOJIS LIETOCTHOCTH

CpenctBa obecrieueHusi ILETOCTHOCTH BKIIOYAIOT B CBOWM COCTaB CpPENICTBA PE3EPBHOTO
KOIMUPOBAHUsA, TPOrpaMMbl AHTUBUPYCHOM 3aIUTHI, IPOrPaMMbl BOCCTAHOBJIEHUS LIETOCTHOCTH
OTIEPAIIMOHHOM Cpenbl U 0a3 TaHHBIX.

CpencTBa KOHTPOJIS LIETOCTHOCTH MH(MOPMALMOHHBIX PECYPCOB CUCTEM IpPEIHA3HAYCHBI JUIs
CBOEBPEMEHHOTO OOHapyXeHMs] MOAU(PHUKALMU WIM HCKaKEHUs pecypcoB cuctembl. OHU
MO3BOJIIIOT 00ECIEYUTh MPAaBWIBHOCTh (DYHKIIMOHUPOBAHUS CHCTEMBI 3alllUTHl U 1IEIOCTHOCTH
XpaHUMOI 1 00pabaTbIBaeMOl HH(OPMALINH.

KouTpons wnemoctHoctM HHQOpMANMM U CPEACTB  3alllUThl, C LENbl0 OOecreueHus
HEU3MEHHOCTH WH(GOPMAIIMOHHON Cpe/bl, ONpeAensieMoil MperyCMOTPEHHONH TEeXHOJOoruei
00paboTKH, M 3aITUTHI OT HECAHKIIMOHUPOBaHHOM Moaudukanuu [1/]H momken obecrieunBaThCs:

-CpEeIICTBAaMH pPa3TPaHUYCHHUsT JOCTyna (B TIOMEIIEHHS, K JOKyMEHTaM, K HOCHUTEISIM
nH(popmaIuu, K cepepam, JIOTHIECKUM YCTPOMCTBAM U T.I1.);



-CpeICTBAMH SJIEKTPOHHOM MMOIITUCH;

-CpEeIICTBAMH  TOJICYETa KOHTPOJBHBIX CYMM (VIS HCIOJB3YEMOTO0  IPOTrPaAMMHOTO
obecrieueHus ).

CpenctBa onepaTUBHOTO KOHTPOJISL M pErHCTpaIiii cOObITUI Oe301acHOCTH

CpenctBa 0OBEKTUBHOTO KOHTPOJISL JOJDKHBI 0OecreyrBaTh OOHApY)KEHHE M PErHCTPALIUIO
BCeX COOBITHH (eicTBUi monb3oBarenel, nmonbitok HCJI u T.1m.), KOTOpbIE MOTYT IOBJICYb 3a
co00i1 HapyiIeHne 6e30MacHOCTH U MPUBECTU K BOSHUKHOBEHHIO KPU3UCHBIX CUTyallud. AHAIN3
coOpaHHON cpeAcTBaMU perucTpanuy MHGOPMAIUU IMO3BOJSET BBISIBUTH (DAaKThl COBEPLICHUS
HapyILICHUH, HMX XapakTep, IMOJcKa3aTh METOJ €ro paccieloBaHUs M CIOCOOBI MOMCKA
HapylIUTEIsl W HUcCIpaBieHus cutyauuud. CpeiacTBa KOHTPOJISL M PErHMCTpalud  JOJDKHBI
IIPEIOCTABIISATH BO3MOKHOCTH:

-B€JICHUS M AaHajdW3a >KYpPHAJIOB pETHCTPAllMM COOBITHH O€30MacHOCTH (CHCTEMHBIX
JKYpHAJIOB);

-TOJTy4YeHHs TBEpAOW KOMUU (TeYaTH) KypHalla perucTpaluu cCoObITUN 6€30MacHOCTH;
-YIOPSAI0UYEHUS )KYPHAJIOB, a TAKXKE YCTAHOBIICHUS OTPAHUYEHUN HA CPOK UX XPAHECHHUS,
-OIIOBEIICHHUSI OTBETCTBEHHOTO 3a OpraHu3anuio oopadotku [1/]H o HapymeHusx.

ITpu peructpannu coObITHI 6€30MACHOCTH B XKypHaJIE JOJKHA (UKCHPOBATHCS CIEIyomIas
uH(popMaus:

-J1aTa v BpeMs COOBITHS;
-UJIeHTU(UKATOP CYOBEKTA, OCYIIECTBISIFOIIETO PETUCTPUPYEMOe ACHCTBHE;
-JieficTBUE (THUII JOCTYTIA).

6.13. KoHTpOJb 3(pPeKTHBHOCTH CHCTEMBbI 3aIIIMTHI

Kontpons »ddextuBHOcTH 3ammtel [IJ[H ocymecTBisieTcss ¢ IENbI0 CBOCBPEMEHHOTO
BBISIBJICHUSI M TipeoTBpalieHus yreuku [1/[H 3a cueT HecaHKIIMOHMPOBAHHOTO JIOCTYIIA, a TaKkKe
MpeIyNpexIeHNUs BO3MOXKHBIX CHEIUAIbHBIX BO3JCHCTBHM, HANpaBlIE€HHBIX HA YHUUYTOXKEHHUE
[1/1n, pa3pyuenue cpeacts uHpopmaruzanuu. KoHTposib MOXKET MPOBOUTECS MPUBJIEKAEMbIMU
JUISL 9TOM LI OpraHu3alusIMy, UMEIOIIMMH JUIEH3UIO Ha 3TOT BUJ ACSTEIbHOCTH.

Ornenka 3¢ dexTuBHOCTH Mep 3amuThl [1/[H TpoBOAUTCS ¢ UCIIOIB30BAaHUEM TEXHUYECKUX U
MIPOTPaMMHBIX CPEACTB KOHTPOJISI HA TIPEAMET COOTBETCTBUS YCTAHOBJICHHBIM TPEOOBAHUSIM.
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